TELEWELL TW-640

Firewall VPN DSL/Cable Router
with 4-Port Switch

Quick Start Guide
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MOTE:
P\

For more detailed instructions on configuring
and using the DSL/Cable IP-Sharing Router,
please refer to the on-line manual.

This device is suitable for Elisa ADSL, Sonera
Koti ADSL and many more system in which is
needed PPPoE, DHCP client or Fixed IP.

Default settings:

DHCP client of TW-640 will take 1 IP address from ADSL
operator with TW-EA701 modem.

DHCEP server will share automatically 1 IP for workstations.
NAT protocoll is used as on default.

DHCP client has to be default in workstations.
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TELEWELL TW-640 Features

SOHO firewall to automatically detect
and block the DoS (Denial of Service)
attack.

Security logging for hacker’s attack with
timestamp.

All PCs in a LAN can share the
connection using one ISP account.

Support VPN (PPTP client or IPSec &
PPTP pass through) to provide a secure
Internet connection

Software DMZ host setting.

Web-based Firmware upgrade.

Web-based configuration and Management.

Remote configuration and management
from WAN interface.

4 ports 10/100 Mbps N-way Ethernet
Switch.
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Automatic MDI/MDIX crossover for
100BASE-TX and 10BASE-T ports.

Support Fast Ethernet Switch Function.

PPP over Ethernet (PPPoE) support for DSL
connection.

NAT for sharing single IP address

DHCP Server and Client.

DHCP server allocates up to 253 client IP
addresses.

SNTP for getting network real time clock.

Internet applications such as Web browser,
ICQ, FTP, Telnet, E-Mail, AoE, News,
NetMeeting, Ping, mIRC, AOE, VDOLive
Player, PCAnyWhere...

DNS relay.

Virtual server.

Rich packet filters

Support Windows 95 /98 / ME / NT / 2000
/ XP, Unix, and Mac.
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The Front Panel LEDs

1| Power Lit green when AC power is connected.
2| LAN1
3| LAN 2 Lit green when connected at 100 Mbps.
4| LAN 3 Lit orange when connected at 10 Mbps.
s| LAN 4 Flashes when sending/receiving data.
6 Lit when connected to a WAN device.
WAN Flashes when sending/receiving data.
Lit green when using PPPoE.
7| PPP/SYS
Lit orange when system ready.
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The Rear Ports

Power
(jack)

Global

(RJ-45
connector)

Local 1- 4
(RJ-45
connector)

Connect the supplied power
adapter to this jack.

Connect an UTP Ethernet cable
or crossover cable to this port
when connecting to the Internet
or making other WAN
connections.

Connect an UTP Ethernet cable
to this four ports when
connecting to a LAN of
10Mbps or 100Mbps such as an
office or home network.

Connecting the TELEWELL TW-640

Refer to the following to connect the TELEWELL TW-640 to a WAN

(Wide Area Network) and a LAN (Local Area Network):

1. Connect the TELEWELL TW-640 as shown below.

2. Power on the device.

3. Ensure the Power, LAN, and WAN LEDs are lit.
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WAN
connection

[Cable/xDSL
Modem

LAN
connection

_—
RJ-45 UTP
network cable

e

i

EE
#4 (Midx\Mdi) can
be connected to a

Hub or Workstation

Configuring PC in Windows 95/98/ME

1.

Go to Start/Settings/Control Panel.
In the Control Panel double-click on
Network and choose the
Configuration tab.

Select TCP/IP ->

NE2000 Compatible, or any
Network Interface Card (NIC) in
your PC.

Network EHE

Configuration)] Identfication | Access Control |

The following netwerk components are installec
8 NE 2000 Compatible =
[4 NetBEU! - DiakUp Adanter

[%™ NelBEUI > NE2000 Compatitle
%™ TCPYIP 5 Diskp Adapter
™ TCP/P > NE2000 Conpatible

L1 File and printer sharing for Microsoft Networks

Add [
!

Frimany Ntk Logan:
[Ctent for Mictosoft Networks |

il and Print Sharing.

Dessription

TCPAP is the protocel you use to connect to the Intemet and
wide-area networks.

o

0K Cancel
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. roperties 7] x]
3. Select the Obtain an IP address m’"t ETEE——
automatically radio button. DNS Corfiguration | Gateway | WwING Cunhgwauw

4n P address can be automatically assigned to this compute:
If your network. does not automatically assign IP addresses, ask
your netwark administrator for an addiess, and then type it in
the space below.

& btain an P address automaticalls

" Specify an |P address:————————————————————

. roperties 2]x]
4. Then select the DNS Configuration e |
tab. Gateway | WINS Configuration | IP Address

= EERRES
¢ Enable DN:

5. Select the Disable DNS radio button oy —
and click Ok to finish the BN Serve G earch O1der

configuration. |
li s

D armain Suffis Search Order

l— Add

Femove

Configuring PC in Windows NT4.0

1. Go to Start/Settings/Control REE =l

Idarehcation | Serices  Profocels | Adsoams | Birdngs |

Panel. In the Control Panel double- ek Prsosan
click on Network and choose the Rt i oo

W™ NwLink HetBIDS

Protocols tab.

2. Select TCP/IP Protocol and click
Properties. B

Drescripion:

Tiarpon Cor Pretocel The

ares rrtbcrh. proAcol hal provides ComenPe.son scrs
dverse inlerconnected netvorks
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3. Select the Obtain an IP address
from a DHCP server radio button

Micrasaft TCP/IP Properties [7]]

IPAddiess | DNG | WiING Adehess | Rotting |

An IP adiess can be automatically assigned to this network card
b 3 DHCP server. IF your network does not have 3 DHCP sarver,
ask your network administrator for an address, and then type it in
the space below.

and click OKk.

Adagter:

¥ DObtain an P address from a DHEP server
- € Speciy anlP addiess

Default Geteway

|Fdiess

Sibiret ek

Advancad

carcel | oy |

=

Configuring PC in Windows 2000/Xp

Fle Edt Wew Favortes Jook Advanced Help

@ vack ~

ixddress | & Network Connections

1. Goto
Start/Settings/Control
Panel. In the Control
Panel double-click on

+ /' ) Search

Foiders  [T37]
v| B

“  LANor High-Speed Internet

Network and Dial-up NewworkTasks @) &
Connections. 2 Create 2 nen W8 | Local frea Connection

2
) Set up a home or smal b
= aifice network.

2. Double-click Local Area >

Connection.
3. Inthe Local Area 21
Connection Status Generl |
WindOW Click — Connection
. Status: Connected
Properties. Bt e
Speed: 10.0 Mbps
—Activi -
Fent —— g’;‘, ——  FReceived
5
Packets 300 | 138
Diizable |

Cloze I
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4. Select Internet Protocol - Local Area Connection Properties
(TCP/IP) and click General | juthentication | Advanced
Propel‘tleS. Conhect uging:

E& IntelR) PROA00+ Management Adapter

This connection uzes the following items:
gﬁlient for Microsoft Metworks

gF\Ie and Printer Sharing for Microsoft Networks
421005 Packet Sche

Diescription

Transmission Control Protocol/Internet Protocal. The default
wide area network protocol that provides communication
across diverse interconnected networks.

Shaow icon in natification area when connected

5. Selectthe Obtainan [P [CECIEERIIOTrrT=a 21x]

address automatically Generl |
and the Obtain DNS ‘You can get IP seffings assigned automatically if pour network supports
thiz capability. Othenwize, you need ta ask pour network, administiator for

server address the appiopriate P settings.

automatically radio \‘

bUttonS- — Uza the following IP address:

X . |P address:
6. Click Ok to finish the . ; e
A et mask:
configuration. Bt B
N\

%-‘ Obtain DMS server address automatically

—(" Use the fallowing DMS setver addresses

Erefered BHE senven
Altemate DHE semver

Advanced..
Cancel |
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Configuring the TELEWELL TW-640

”07‘5: To configure this device, you must have IE 4.01 or

@\ above installed.

1. Open web browser and
type http://192.168.1.254 in

A P Shatieg DSL/Cable Moutes - Micrasolt Intamat Exploins
the browser’s address box. [ s ver st s =
This number is the default g S e
IP address for this router, ~ SEmImEE 2 2ot Jiee
Press Enter.
2. A user name and password
prompt will appear. % Floass typ your user name and passwiord
Click OKk. Site: 192 168.0.80
Default is; No user name Rieaim
and password) User Name |
Checnge in System / Bsssword |
Password area and write (M Sl e o s
down the new password. S ‘?|~ Eeree!

3. Select from the following:

| . xDSL user (Dynamic):
Users who are using PPPoE.

2B Tl TH e i Firemall Galrway - Mkt dates et Exploses

TW-640 B band Firewall G 1y
PPPoE

10
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Il . Cable users (Dynamic):

Users who do not have static
IP addresses from their ISPs.

Il. xDSL/Cable users (Static):

Users who have obtained at least
one dedicated IP address from an
ISP.

Please also check that DNS setting is

:correct (Automatic is the best setting).

Do DR e Ppwte fh ieb

Om- O

-

TW-540
Obtain an IP Automatically

Firewall

Protocol | ObUsn an P Address Auomascaly &

wabdy 0 Draabie

saws et @ @) 3 g B -
1 O

TW-840 Firewall
Fixed IP

Frofocol | Fixed P -

P Address 10

Subnat Mtk
Gativeay Acdress |10
NAT SEnstle O Diseble

[Apoty | [Cancet |

B et
e rrotn @i @ 23005 B -
e wh® e s
TW-840 Firewall 1y
WAN - DNS
@ Obasin DS sddss suomaticaly
50 710 tollowing DS addresses
Apply || Cancel
B et
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4. Click Apply to store all configurations. The device will reboot
automatically.

Connecting to the Internet

Run

To see if the IP sharing router is (=] =]

visible on the local netWOrk, g0 ﬁ Type the name of a program, folder. document, or Internet
orsav TS, cra] it il epermin L (em wran

to Start/Run. In the Run dialog
box type “Ping 192.168.1.254” Open:  fping 192.158.1.254 |
and preSS Ok 5].4 I Cancel Browse. I

Open your Web browser to begin surfing the Internet.
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